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SDN for internet of things
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Abstract: There are many redundant parts in the data generated and transmitted by IoT devices. Transmitting this da-
ta reduces network lifetime and bandwidth. Aiming at the problem, the aggregation gateway layer was proposed, and
a SDN-based IoT data aggregation architecture and algorithm were designed. The simulation analysis shows that
compared with the architecture of the ordinary gateway and OF-GW, the network lifetime is improved by about
32.6%, and the amount of data packets sent by the sensing layer to the network layer is reduced by 6.1% to 55.1%.
Compared with the LEACH algorithm, the designed rule algorithm reduces the average delay of data aggregation by
about 24.1%, while avoiding data loss and improving the accuracy of data aggregation.

Key words: internet of things, SDN, data aggregation, architecture, LEACH, grey prediction model

X B JRERTC B 1) R PEAS AL < B b 55 N
PR T T8 B 2B 482« 0T I 5% 3 A 47 1) 5K i 45 T
FLGEFLIRE D RIIIR P B2 4E) 5 N E Be 0 Ae e R, @S0 BT IR R 8k LUOR R A7 ) 45 F

1 3|

Wi B 2018-11-12; 1EEIBH: 2019-01-22
EEWR: WLy ARFRERSRBIIE (No.LY16F020013)
Foundation Item: The Natural Science Foundation of Zhejiang Province of China (No.LY 16F020013)

2019028-1



iﬂm HRE5F%

28

gk B zh )M, SDN (software defined net-
working, #FE ML) SRl B W 48 B AR A
Bk, SRR T PR S ko B R
AR R e AL B B AR A R R i
(VR A G P e 1 35 22 e, e SRl & T P
R BT A A SRR AA T e T
A 7 e SRR AR

Y (internet of things, IoT) &4 K4
P E R —, #2020 4, KA 500 12
BB IER, eSS RENEdE, W
i A7 SR i skt Dl K P 80tk e — MR ORI
SR, K T A 2 A e B IR K 30 i) A ) R
Ji¥k, LEACH S g —Fik TR B 2R &
W, AR E AR BRI Sk 1) IS B A 2% LR AU 3R
RBERA MBI OCIEE RS, XS RECT AR
EARMRFEIS, FRARMES A5, 1 H e W AT % A
I 2R (1) S5 I TR) RS B I I i, XRS5
W4 2817 SRR IS A8, BRARES 0 2R 5 (R HE R 17
FEPIIEP 5] N SDN AN AT LASE i 1 Y 1) R 3%
PEFIRTYREtE, 1 HE Re A PR S it —Fh 5 R
T A SR A B

IR s g MR S 2, AMUBETHERER %
BRI, W2l s, AT Re i A2 BRI
&, WARREZHL, IXEER A AR RAK (R Kl
TAAEVFZ R IURIER 7 WAL, WIIR I il A7
TERERIAT . KZHIEOLT, $ATHIFAT
TEPTA AL RIS, e AT AT L RR SR LA ik 2
B R AR, WBCFE. RAES. 4
F EHAR TR A NG Ol T AL X L H U AR I Bl
AN 23 B I R 552 B A0 £ 1) A, 1T HL 23 BRI MY
LTS . T T AR R AT S, o4k
At T 2% TR 3 R BT 5 B ) BN R R AN
F 5 e P9 2 i 2 s R 5 i 4 R il AR 2 AN
TR P 3R T I U 6 AR 3 SR A al s,
X — fi v U@k SDN HR A 2 v o

EER EaR e, 2 TREGM KR, Wit T

—hEET SDN [ I K 28 15 R R R AR
Bk, B AR m IR RE S PR B X 199 2% A i
I TR R IE B P 248 2 R et e, B AR S
REMIE, 8 R M

2 FXIME

TEYNIR I Y FH SDN 52 A [ ik £ 28 ke i
% M AE A AT P R R Qin ZE NCHR I T —
FREE T B N 2 15X (1) SDN Fil s it i %,
(10 3 2 AR 2 i /N S 3 PONAT: 55 FVRR & A
5 ) 24 15 Ve a2 IR 22 0, % AR 4y
Jz+ SDN J5 ik, SRAMl G AN AT 55 Fid 5 i 2 M
25 R A TS [A) (R T SO, BRI RE A
A BT 45 TR AR

S CRR[T] ¥ T —FJE T SDN [ 4
FRETHRIPE 0] L, e i 1R A R 45 4 T
HEKIZ . OF-GW (OpenFlow gateway) Jz=. P44
JARN R e EAB S AR R 5k,
SRR L IBAN 2 B0 oy A SR B4 2% o 4R
M, HT RSB A, DT I 7
Y I 3 WY 448 2 S Al I A AR AR Y, IR 2
SRR AT AR S NG, BRI 9 25 1
o DAL, 1A RE I8 T POCIE T B R
), E ML RN T IR RS 2, i
TR 25 )2 ol e s oy AR DE FCRR U & 21 OF-GW,
SRJ5 OF-GW 415 T ORI e 7 Z5cdis o 21 A2 15 e I
B W48 2, IXFERIIEE G T AN D0 BB %k 1 45
7. {HZ& OF-GW %A1 % & 218l 2R &, ML T
J R HSCHR AT SR AFAE R A TR TR A

e 5 Gk T B AR R, AT D
TS IFE. RE. R, BN T M4, B
P T AR O UER T . 22 SCER[S TR A6 ) i IR
A EIERE A PURAT THFRANTEE, AT 4
W SCE A R AN L e I 225 i
Gl FRASRET, BT X 3 R
AR b, BT I EEE R A PR AR

2019028-2



29

BIERE 201945 2H

EANEL m YRR S AR, B
e I 22 A ) 48 75 i 2

Hafizur %5 NPWEH T — Pk & iR 45 5 B 4
B E (QADA) WMTHR, UNEEGETET
BRI TR B SRS 1R, BORE B A ks Ak 3
AR A R, AR S W s DA
I T0A, MRS T S RERE, SEKC T P2
Ffim o AHIXMP T % Had H T oL 2%, i H.
AT 7 BRI TR 55 TR I S0 R s ok K e i

%2 CHR[101%3 47 T LEACH Il LEACH-C 2
G tEae, HRPEATEREEAT T LR .
LEACH-C PpsIf3 #%tk LEACH 3447, b5
HEEL, HE RN . XWP AR %
JEHS 0 2R TR IS S NS4 Gl 2 ) A

3 MAXFLAK

3.1 SDN %24y

SDN D45 132 4 55 Bl % 4y B9 A A% 0 S
R BB AL G 25 B A B R
VE g bR Pt 3, X4 1 2% MR A s T 3 1 R 11
TSP TR 6 R 4, SLe k&l 1 st

(SDNﬁ_\'ZFﬁ) (SDNmﬁa) Mﬁ% (snmjm) (SDNﬂm)

, U \

C E[AE:AN] )

(songpias ) (so %%ua%jﬁ@(sm sl ) (son sz )

g

C iz )
Bl

(sonzesein ) (sonzean )~ (sonzesuit ) (sonzemi )

1 SDN 42y

fE SDN By, W H] il i d ) 4% 1
(northbound interface, NBD) Sl 23T H.,
o 25t B e e R RO, AR T e e e
(southbound interface, SBD) H¥iil 2T .,
)20 v 2 ) ) U3 ek i e R R A AR

J2 B AR A T B e A g
3.2 ETHEMIERSNE

FEFE TR SR R A LHI BRI gl
TP AR, REAHEAS Nk, RN
RR B AL BT AT RAR RS, R
13T RORE G R IR SO B T R, H2R
e 2 pioRt

%1
e ‘\\ H I/ s

~—-”

wedt
B2 SETRRAEER R A L

3.3 RGIHNER

TRATTBR GM(1,1) 2 X5 eI K (1 &
G R I M ECE TR, O 2
IS FE - 5 AT, R T 4 R R 1 R
. GM(1, DB R R

T WHUAREIEIT I X©O =X,
XOQ),-, XO(n)y, n NEGEPIIAEL

P2 RGP HEAT BN 5] AGO 74
X(l) — {X(l)(l),X(l)(Z),---,X(l)(n)} s ;H\:lz':] , X(l)(K) —

k
> XO(m), k=1,2,,n.

m=1

(1)
$1E 3 GM(l,l)I‘I"JFMU‘ﬁ?éJﬂJd;—t+ax‘” _

b, i GM(L, )M HSHE B = (a,b)", HE/D

SR B=(B'B)'By, . M,
—l[X](1)+X'(2)] 1
2 X' (2)
1 1 1 0
BZ—EH13+X@H 1’ MZ‘?G)O
1, . XO(”)
_E[X (n-DH+X (n)] 1

2019028-3



m HRE5F%

«30 -

FTB® 4 GM(L,1) F A B w3 2k .

ROU+1) =0 -De 12, ZO%+1=
a a

ROk +1)— ROy, TRTLGELRT & A
HOH AR k1 ANEETRIE X (ke +1) 5 JE
k=4,

85 GM(1L, DR ] XD (k) = X O (1) 15 K
CVENARAE SRR SR, X — 4 Falr ok THRORI
W=, R A e 1 G e A o T A A U,
TEAL GE K PIASE R () Sty b St 7 B K 2 4K

ffit, Sa'=n>"%, pem2l, FRUAE
2+b 24+a

HRFFIER: XO0)=X"1), XO(k)=be""",

4 ET SDN BB MEBIERS AR

41 KREREM

AL GE AR X A 28 5 K v SR A 2 7 A R s
ey er L =R (N = 7/ R R & YN )
TR EUN S 7 P B e R . S SCHR(T]
FERRZ ML R Z A OF-GW =, fEM %4
JEH N T R I SS IEAR T2 . OF-GW JZR
P A T 28 IR 55 251 2 ) DG TR0 ) e o s 17 44 K
IR PV EAR e R B 2% 2%, X R slb TR =
ROLE BN M2 2 A i . (H 2 e B 5 I R
By BT 5 BN S AL I 1 UGB H s 21 M
AT R RERE, TR R T A TU AR i Hils A ik
ML, AR 1AL AR R R A3 i

FreAdEtt 7 AG-GW (aggregate gateway, K&
OO, MR ESEAEAI TR, EARE RIS kS
J& T R BRI SR A 2 RO B AT R A A
H, BT AL T SDN PR I Hictls 58 5 R R Sl fg 3
H4)z, WFBME. REMKZE (EEEAELF
JERERGE) . MEEFNH S, Wil 3 .
42 HMMEX

(1) KGN 245k fig 52 BRI B B AN 32 R
W%, JAN)ZAE SDN F il AL 5 A R ALK 4L
PRILBIAF RS E .

BLE

EEI=

RIS 2

REMRE

Hm

B3 WIS A R R G

(2) X T Re s RIAL AR Rl R T
TR B S8 A 45k . LEACH SR —Fiik 7%
MR A FE, ARSI WA I8
(137 4% e 1Y R B OGRS, 8 % LB
i 2R A5 10 ] S RECH e 2R 1 ) . DR e R AT
Sl G, TEGREH B RNEI R AR E Y
BB S 5, Bk 2 mE S50
LUrr:

p E 1
o —+o,-— |,neCG
1 E, S
T(n)=41-p-| rmod| —
p
0, ngG
(D

o, p PR ik iSRRI LU, - O A
SKIEZERCIR, E R Eo 47 s (R A2 B FE A UR BE
S O BRI R, o) AT wp AR
REG WA 01, 02e[0,1], Ho +o,=1, GAR
I Up BeBAT B i ki midi & o kik
28I, RS RS 0~1 BEHLE, iR
T Ttk Wigsk, FEIXERPRATREG T M.

(3) FEH r+1 BT, FRATY RS EER KX E
AR, SDN 5Hlds e — NS T, 5 T
IS0 A S5 RS AR A Y RO IR B, SR AR
PRE A AR BOPMEAE) b Xk
ITREG, EZRHRNH, PG E R KILE
WIS w0 AP ARSI TANEEIS T TS AR 2 A5 A 15 A
s, SR e st o I i AR (5 P RS o B

2019028-4



31

BIERE 201945 2H

I I R X (1), X T
Ha AT R 5 FAOE RIS L

(4) X FREEASZ RV REBL %, ] SDN {2
il ANREW T, A MRS [R W& AE T I
[1] Py A3 1) T A U AR PR R AR 8 2 5 R R AT 2R
w7 EFRDAL, RIGHIOERIMLEZ .

SAETREINE 4 Pros, Sk g TR
TURREE AT 5y o

A
LEACH i
HERHET

Y
y B ROE
AR WSR2
PR 5 T

B REA

SRR >T
Y
RILFIML =

T A £
TUTS00 A b
T R

K4 B 2R A IO Sk v

5

i
i ELAE MATLAB RAFIAES T 3E4T, MR8 I8N

J2 2 B B 52 SR IR A T2 1Y RO 2 e AN SZ BRI 3
R &, MOTESNPIE 1 MfiE 2, i
MATLAB 5 5 JHIAS 9 B2 (1 0 PR 458 A SUAL 12 2
TR RE A AN IR RIS P S B . i B
ST, 5T SDN (kI £l 56 & 17k R 4514
HHSE N AT OF-GW AR REEHIAHLL, 4577
PEm T4 32.6%, AN RI%E B W 4 2 (4
P BT 6.1%~55.1%, ASCHEH 1R
Y LEACH BIEAHLL, Hdis KA 1 T ¥ 4E

5 i

\

~

BRAR T2 24.1%, (RIS T Bn ik, e T

B A R PE
51 {HE1

X RERAE RN IR AT, IR L
SRR 2 (K REFERTAL . RBARLREE 1 4
1B do» 43EAE 1 R BE B d<do I, Bt A& 4R
R A, T RERE S & UL LEs
IAE T RIS d=do N, Bl AL R H 2485
TRAFIERIR, RIEV AR & R L.

T, RIET RURIE k bit B REAE W T

k-E, +k-E, -d*, d<d,
ETX = s (2)
k.Eelec_'—k.Eamp.d’ dZdO
PR SR K bit BEREFER -
ERX =k -E (3)

elec

Horb Eeee R R HUBATES LB AL P 1 bit 4K
PEIIRERE, Ex Al Eamp 7000 B 225 [ TE RN
AR TEVR A TE AT Th RO 06 Bodfa A BE ) g

E DA B Mz PN = Ay
KB dy= =5, HRE AR RERIC N B,

amp
B A A IR RE AL N Epe AMMIT A S
B 1.

*1 HE13H

ZH HUE
) 5% DX 3K /)s 100 mx200 m
AL IR R n 100
P4 ST AAR AR sink (50 m,200 m)
FEIRIAT RUBARYEE C 210 m
E, 057
Eelec 50 nJ/bit
Ex 10 pJ/(bitm?)
Eump 0.001 3 pJ/(bitm*)
dy 87 m
Euq 5 nJ/bit
PRSI RSL LA p 0.1
(o) 0.8
> 0.2
T 055
OF-GW L LL Bl ¢ 0.8
B oLk k 4000 bit
IEATHEIR Finax 1500

2019028-5



iﬂﬂ ARE5F &

«32.
O7ELS) T AL RS FET 5 OB 73 1 1 EZ
I ST 15 % 2 5 190 2% J2 O B0 4341 B 8 v | [(
PSR SIA T TRLG. 5300, BEERT S0 8§ o sl ‘
AG-GW [ 8875 A LN TR T (I 8 163 %M& fw
RIENGE, RIS LEACH SR AGGW 8 2 00 b bidgg )
DU K R - B30 IS B VR TR A AR 0L gowl'v‘.'iw;
(728 R S8 8 R ﬁiw S
' r —— AG-GWHLII 3%
100 0200200 400 600 800 1000 1200 1400
90 Ik
32 B8 AR SEHIE T A P38 I AR A
oo 5 R 6, YHEM S OF-GW i1k ik
L S B R A B A, DR
. N (2 T2, T AG-GW () s 1 sk % 5
! “ g OEGW PEBIRET A, FHRG T AR G5 N
G200 400~ 600 800 1000 1200 1400 IEFN LRI, DRI el AR A A7 T 0 L5 3 g S A

IR
B S AR SR AR RS AE T AR i

100,

—— T %
--e--OF-GW
—-&-- AG-GW

s — i Amel  Amel A L om

600 800 1000 1200 1400
IR

K6 ANIE SR AR IR A T B A

0 200 400

x10*
2.4

22t
1% 2.0}

S5l P

g 1.6} Rl

w2 /4
Fi1op /7

E ’ L,

= 0.8 ; }’,/

2 0.6 / - T

A o —a— T

0.4t L ——e--OF-GW

0zy A~ —-&-— AG-GW
7200 400 600 800 1000 1200 1400

IR
B 7 AR R O ) A SR 1 R R I8 B 4% )2 i s o0 41 AR Ak

OF-GW #2157 # 32.6%. K 7, AG-GW [fifk
SRS T S I 48 T R G S Rk B I % T A
320 e LA R DG kb T4 55.1%, L OF-GW ik
DT Y 43.9%. K8, AG-GW MUINGLSET
HAERA SR INGE,  FFAS FH T i 2K €6 T A5 7
X RIS Y s B IEAT IO, 5 LEACH 835AH
b, AP YER LT 4 24.1%, [FIR
G TR IN T R R B, S T B R A

HERPE
52 {AE?2

TR EAZ R RE s, ALFIER K
REFE, OO LRI MO, OF-GW Fl AG-GW [H]
BRI RO B 45 2 R oy 4 B, AT
HZHK 2.

*2 ME23H

K IfE

BB HR n 100
T MR T 2
W E R RIEMH p 0.5
OF-GW [LFLLLH ¢ 0.8

IBATHEIR Fioax 1 500

2019028-6



« 33

BIERE 201945 2H

Z5RE 9 JiR, AFEBREERAIIGE

%[SEFE'J, jé%ﬁlﬁl;% OF-GW 1 AG-GW 1% 3 %
28 A E I oy AL R RS I R . AN
REW AT S, AG-GW 1& SDN FEHili¥) T & Pyoxs

CREMEETURBIGHEATR AL, A T 4

WD JURGE T AN A, Bt UL 2 45
JE IR 2 21 o LU T8 M G k> T4 24.9%, L
OF-GW Jik/b T 21 6.1%, [R5 T A 4E,

15 x]10*

14 || —m— 35 %
w13 --®--0OF-GW
ﬁ 12+ —k-— AG-GW )
Rt e
Eiof e
£ 9 el

L X

% 7 e
E oot >
% S5t }"}:’/
R 4} s

NI e

2t o

1r /’”

0 200 400 600 800 1000 1200 1400
IR

B9 AN 5% A A8 i B0 A3 31 M 255 S RO 00 20 2L R AR Ak

6 ZHRiE

ALV AT SDN IR M 040 5 5
ST DA SR v P B M 2 PR e 5 1 R 4%
filr, AV GEAI A, 9D N R 0K B W 2%
R, R A, BRI 2R
IO AE, S U R A e, T

MIPERE . T 2D UE R R BE B AN B2 R AR 15k 1Y
e I HOR R 3 GRS TT IR AR ST, SR
S B R A B

Sk

[1] BEEFS, s FL. SDN/NFV IR ST, fEFR, 2014,

30(8): 13-18.
ZHAO H L, SHI F. Development and challenge of SDN/NFV[J].
Telecommunications Science, 2014, 30(8): 13-18.

[2] =HIR-F. SDN ISR E[T]. BERIE, 2015, 31(1): 7-12.
WEI L P. Strategic thinking on SDN [J]. Telecommunications

Science, 2015, 31(1): 7-12.

[3] EJAZ A, IBRAR Y, ABDULLAH G, et al. Internet of things
based smart environments: state of the art, taxonomy and open
research challenges[J]. IEEE Wireless Communications, 2016,
23(5): 10-16.

[4] RABINER H W, CHANDRAKA AP, HARI B. Energy efficient
communication protocol for wireless microsensor net-
works[C]//The 33rd Annual International Conference on System
Sciences, Jan 7, 2000, Hawaii, USA. Piscataway: IEEE Press,
2000: 10.

[5] EMMA F, MICHAL P, ARTUR T. Energy-optimal data aggre-
gation and dissemination for the internet of things[J]. IEEE In-
ternet of Things Journal, 2018, 5(2): 955-969.

[6] QIN Z J, GRIT D, CARLO G, et al. A software defined net-
working architecture for the internet-of-things[C]/IEEE Net-
work Operations and Management Symposium(NOMS), May
5-9, 2014, Krakow, Poland. Piscataway: IEEE Press, 2014: 1-9.

[77 TALHA K M, ERCUMENT O, TUGRUL C. A novel
SDN-based IoT architecture for big data[C]//International Arti-
ficial Intelligence and Data Processing Symposium(IDAP), Sept
16-17, 2017, Malatya, Turkey. Piscataway: IEEE Press, 2017:
1-5.

[8] BEHROUZ P, JAFARI N N. Data aggregation mechanisms in
the internet of things: a systematic review of the literature and
recommendations for future research[J]. Journal of Network and
Computer Applications, 2017(97): 23-34.

[91 HAFIZUR R, NURZAMAN A, IFTEKHAR H. A hybrid data
aggregation scheme for provisioning quality of service (QoS) in
internet of things(IoT)[C]//Cloudification of the Internet of
Things(CIoT), Nov 23-25, 2016, Paris, France. Piscataway:
IEEE Press, 2016: 1-5.

[10] HAFIZUR R, NURZAMAN A, IFTEKHAR H. Comparison of

=

data aggregation techniques in internet of things(IoT)[C]// In-
ternational Conference on Wireless Communications, Signal
Processing and Networking (WiSPNET), March 23-25, 2016,
Chennai, India. Piscataway: IEEE Press, 2016: 1296-1300.

[11] RAHIM M, ALI G Software defined networks: a survey[J].
Journal of Network and Computer Applications, 2016(67): 1-25.

[12] MURAT K, ARJAN D. A survey: control plane scalability is-
sues and approaches in software-defined networking (SDN)[J]
Computer Networks, 2017(112): 279-293.

[13] X, KERFHEARM]. BB HrPREEOR S R, 2002.
DENG J L. Gray theory basis[M]. Wuhan: Huazhong Universi-
ty of Science and Technology Press, 2002.

[14] FHOR, BOBUAL, W, Jofm K QTR RgE L
LrHR, 2000, 22(6): 6-7, 80.

2019028-7



Bz (1962- ) , B, #t)E, FEEK
2fE BT R BRI 8%, FEWFITT IR R
LM G5HE. ZEEEA.

JI PR, HUANG W S, HU X Y. Unbiased grey prediction mod-
el[J]. Systems Engineering and Electronics, 2000, 22(6): 6-7, 80.
[15] RABINER H W, CHANDRAKA A P, HARI B. An applica-
tion-specific protocol architecture for wireless microsensor
networks[J]. IEEE Transactions on Wireless Communications,

2002, 1(4): 660-670.

HEEE ]

IR (1997- ) , B, FEUIER#ER
TR A, BT 8 I Atk
M AR IER

EEE (1994- ) , 5, FEHEREER
TResrBemi A, AT ST I S IR
ToLe A .

2019028-8



	03-19028-‰Z˜

